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The EMP Threat 
To Canada
Written by: Dr. Peter Vincent Pry

Canadians may be even less aware than the average U.S. 
citizen of the existential threat posed by a natural or manmade 
electromagnetic pulse (EMP).  An EMP is like a super-
energetic radio wave, caused by a solar storm or by the high-
altitude detonation of a nuclear weapon or by non-nuclear 
radiofrequency weapons that can black out electric grids, in the 
worst case for months or years, or perhaps permanently.  An 
EMP induced protracted blackout would collapse all the critical 
infrastructures--for example, transportation, communications, 
industry and commerce,  food and water--that sustain modern 
civilization and the lives of millions.

The U.S. Congressional EMP Commission 
estimated that a nationwide blackout 
lasting one year could kill up to 9 of 10 
Americans by starvation, disease and 
societal collapse. Canada, unlike the 
United States, is not usually thought of as 
the primary target for attack by terrorists, 
Iran, North Korea, China or Russia.  But 
where EMP is concerned, Canada and the 
U.S. are in the same boat, because they 
are literally wired together, both nations 
living off of the North American Power 
Grid.  

Moreover, Canada has some unique 
characteristics that make it potentially 
more vulnerable to EMP than the United 
States, yet also more easily protected.

Natural EMP

The sun can cause a natural EMP, called 
by electric utilities, a Geo-Magnetic 
Disturbance (GMD).  Coronal mass 
ejections traveling over one million 
miles per hour strike the Earth’s 
magnetosphere, generating geomagnetic 
storms every year.  Usually these geo-
storms are confined to nations at 
high northern latitudes and are not 
powerful enough to have catastrophic 
consequences. 
 
Canada is more susceptible than the 
United States to natural EMPs or GMDs 
because it is located at a higher northern 
latitude, where geomagnetic storms are 
more common.  In 1989, natural EMP 

from the Hydro-Quebec Geo-Storm 
blacked-out half of Canada for a day 
causing economic losses amounting to 
billions of dollars.

Most worrisome is the rare solar super-
storm, like the 1921 Railroad Storm, 
which happened before civilization 
became dependent for survival upon 
electricity.  The U.S. National Academy 
of Sciences estimates that if the Railroad 
Storm were to recur today, there would 
be a blackout of the North American grid 
with recovery requiring 4-10 years, if 
recovery were possible at all. 

The most powerful geomagnetic 
storm on record is the 1859 Carrington 
Event.  Carrington was a worldwide 
phenomenon, causing forest fires from 
flaring telegraph lines, burning telegraph 
stations, and destroying the just laid 
intercontinental telegraph cable at the 
bottom of the Atlantic Ocean.

If a solar super-storm like the Carrington 
Event recurred today, it would collapse 
electric grids and life-sustaining critical 
infrastructures worldwide, putting at risk 
the lives of billions.

The U.S. National Aeronautics and Space 
Administration (NASA) in July 2014 
reported that two years earlier, on July 
23, 2012, the Earth narrowly escaped 
another Carrington Event.  A Carrington-
class coronal mass ejection crossed the 
path of the Earth, missing the planet 
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by just three days.  NASA assesses that 
the resulting geomagnetic storm would 
have had catastrophic consequences 
worldwide.

Recurrence of another Carrington Event, 
expected roughly once every 100-200 
years, is overdue.   NASA estimates the 
likelihood of such a geomagnetic super-
storm is 12 percent per decade.  This 
virtually guarantees that Earth will 
experience a catastrophic geomagnetic 
super-storm within our lifetime or that of 
our children.
    
Radio-Frequency Weapons

Radio-Frequency Weapons (RFWs) 
are much less powerful than nuclear 
weapons and much more localized in 
their effects, usually having a range of one 
kilometer or less.  Terrorists, criminals, 
and even disgruntled individuals have 
already made localized EMP attacks 
using RFWs in Europe and Asia.  Probably 
sooner rather than later, the RFW threat 
will come to North America.   

Reportedly, according to the Wall Street 
Journal (March 12, 2014), a study by 
the U.S. Federal Energy Regulatory 
Commission warns that a terrorist attack 
that destroys  just 9 key extra-high 
voltage (EHV) transformer substations 
(out of a total of 2,000) could cause a 
nationwide blackout of the United States 
lasting 18 months.

Canada is probably more vulnerable than the U.S. to nationwide 
blackout by Radio-Frequency Weapons, because Canada has 
many fewer EHV transformer substations.  Accordingly, an 
attack on fewer substations may more easily trigger a chain 
reaction of cascading failures that overwhelms all or most of the 
EHV transformers, causing a rolling blackout that engulfs the 
whole of Canada.

RFWs can also pose a significant threat to nuclear reactors by 
damaging control systems that could conceivably, in a worst 
case scenario, result in a meltdown of fuel rods in cooling ponds 
or within the nuclear reactor itself.  Steam explosions and the 
release of radioactive contamination could result, as happened 
with the nuclear reactors in Fukushima, Japan, because they 
were blacked-out for several days, with no electricity to drive 
cooling pumps, following a tsunami.  

Canada has 18 nuclear power reactors at three locations.  All 
of these are in the east, located near major population centres.  
Radioactive contamination from fuel rods undergoing meltdown 
will follow prevailing winds and weather patterns--in the 
case of the Canadian reactors the weather moves eastward 
over populous areas--creating radioactive plumes covering 
potentially thousands of inhabited square miles.

 According to the U.S. 9/11 Commission Report, one of the 
targets originally considered for attack by jetliner on September 
11, 2001 was a U.S. nuclear reactor.

Canada is no stranger to terrorist plots against the power grid 
and nuclear reactors.  In August 2003, the Royal Canadian 
Mounted Police arrested 19 suspected terrorists in Toronto, 
some of whom allegedly conducted ground reconnaissance 
against Canada’s Pickering nuclear reactor and also conducted 
flight training, overflying Pickering.

Months before the Toronto arrests, a reliable source with 
information on Iran’s support of international terrorism, 
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alleged there was a terror cell in Toronto 
planning to hijack a jet to crash into the 
Seabrook nuclear reactor, located about 
40 miles north of Boston.  The plotters 
allegedly hoped to create a radioactive 
plume that would contaminate New 
England.   This alleged plot, that might 
have been part of a more ambitious “12th 
Imam Operation” meant to eclipse and 
surpass in destruction the 9/11 attacks, 
is detailed in the book  “Countdown 
To Terror” by then Rep. Curt Weldon.  
Weldon was Vice Chairman of both the 
House Armed Services Committee and 
the House Homeland Security Committee 
in the U.S. Congress.

Canada’s “homegrown” terrorists who 
might think about attacking the power 
grid could get help from their nearby U.S. 
counterparts in Minneapolis, Minnesota 
and Buffalo, New York that are known 
recruiting grounds for terrorists.
Radio-frequency weapons might well 
become the weapon of choice for 
terrorists, instead of hijacked jetliners, 
for attacking nuclear reactors and power 
grids, if only because they are easier to 
obtain.  They can be built by an individual 
with some knowledge of electronics, 
using design information available on 
the internet, and parts available from 
any electronics store.  Powerful EMP 
generators, intended for industrial use as 
a diagnostic tool, but useable as a weapon 
of mass destruction, can be purchased 
mail order by anyone.       
                

RFWs offer significant advantages over 
guns, bombs, or crashed jetliners for 
attacking electric grids.  EMP fields can 
cause widespread damage of electronics, 
so precision targeting is much less 
necessary.  And unlike damage from 
guns, bombs, or a crashed jet, an attack 
by RFWs is much less conspicuous, and 
may even be misconstrued as an unusual 
accident arising from faulty components 
and systemic failure.

Some documented examples of successful 
attacks using radio-frequency weapons, 
and accidents involving electromagnetic 
transients, are described in the U.S. 
Department of Defense “Pocket Guide 
for Security Procedures and Protocols 
for Mitigating Radio Frequency Threats” 
(Technical Support Working Group, 
Directed Energy Technical Office, 
Dahlgren Naval Surface Warfare Center):

“In the Netherlands, an individual 
disrupted a local bank’s computer network 
because he was turned down for a loan.  He 
constructed a Radio Frequency Weapon the 
size of a briefcase, which he learned how 
to build from the Internet.  Bank officials 
did not even realize that they had been 
attacked or what had happened until long 
after the event.”

“In Russia, Chechen rebels used a Radio 
Frequency Weapon to defeat a Russian 
security system and gain access to a 
controlled area.”

“In the late 1980s, a large explosion 
occurred at a 36-inch diameter natural 
gas pipeline in the Netherlands.  A SCADA 
system, located about one mile from the 
naval port of Den Helder, was affected by a 
naval radar.  The RF energy from the radar 
caused the SCADA system to open and 
close a large gas flow-control valve at the 
radar scan frequency, resulting in pressure 
waves that traveled down the pipe and 
eventually caused the pipeline to explode.”

“North Korea used a Radio-Frequency 
Weapon, purchased from Russia, to attack 
airliners and impose an “electromagnetic 
blockade” on air traffic to Seoul, South 
Korea’s capitol.  The repeated attacks by 
RFW also disrupted communications and 
the operation of automobiles in several 
South Korean cities in December 2010; 
March 9, 2011; and April-May 2012 as 
reported in “Massive GPS Jamming Attack 
By North Korea” 
(GPSWORLD.COM, May 8, 2012).

Nuclear EMP

The EMP Commission found that 
virtually any nuclear weapon--even a 
primitive, low-yield atomic bomb such 
as terrorists might build--would suffice 
to make a catastrophic EMP attack.  The 
electric grid and other civilian critical 
infrastructures have never been hardened 
to survive EMP. 
 
The iconic EMP attack detonates a single 
warhead about 300-500 kilometres high 

over the centre of the U.S., generating 
an EMP field over all 48 contiguous 
United States.  Such an EMP attack could 
be made by a missile or nuclear-armed 
satellite.  North Korea and Iran have 
both apparently practiced this scenario, 
orbiting satellites on the optimum 
trajectories and altitudes to evade U.S. 
National Missile Defenses and, if the 
satellites carried a nuclear weapon, make 
an EMP attack.    

Canada would also be affected by this 
iconic EMP scenario.  A nuclear warhead 
burst 300-500 kilometres high over 
the centre of the U.S. will cover most of 
Canada with an EMP field too.  

Another EMP scenario detonates a 
nuclear weapon 30 kilometres high 
anywhere over the eastern half of the U.S., 
which would collapse the Eastern Grid.  
The Eastern Grid generates 75 percent of 
U.S. electricity and supports most of the 
national population.  Such an attack could 
be made by a short-range Scud missile 
launched off a freighter, by a jet fighter or 
small private jet doing a zoom climb, or 
even by a meteorological balloon.

North Korea and Iran have also 
apparently practiced making a nuclear 
EMP attack using a short-range missile 
launched off a freighter.  Such an attack 
could be conducted anonymously to 
escape U.S. retaliation--thus defeating 
nuclear deterrence.
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Canada would be affected by this scenario 
too.  Collapse of the Eastern Grid 
would no doubt set in motion cascading 
failures, far beyond the EMP field that 
would reach into Canada, probably 
causing a protracted blackout of at least 
Ontario and Quebec, the most populous 
provinces.

In another scenario, an adversary makes 
an EMP attack on the U.S. National 
Missile Defenses in Alaska.  In yet 
another scenario, U.S. missile defenses 
fail to intercept a nuclear warhead until 
it is near or over Canada, and then the 
warhead is salvage-fused for EMP attack.  
In these scenarios, Canada inadvertently 
becomes the focus of a nuclear EMP 
event.

In still another scenario, during some 
supreme international crisis between 
the U.S. and a nuclear-armed adversary, 
the adversary deliberately makes a 
nuclear EMP attack on Canada as a 
demonstration of its resolve, to deter the 
U.S. and “de-escalate” the crisis.

Protecting Canada

The EMP Commission recommended 
an “all hazards” strategy to protect 
North America by addressing the worst 
threat--nuclear EMP attack.  Nuclear 
EMP is worse than natural EMP and the 
EMP from RFWs because it combines 
several threats in one.  Nuclear EMP 
has a long-wavelength component like 

a geomagnetic super-storm, a short-
wavelength component like radio-
frequency weapons, a mid-wavelength 
component like lightning--and is 
potentially more powerful and can do 
deeper damage than all three.  
Protecting the electric grid and other 
critical infrastructures from nuclear 
EMP attack will also protect against a 
Carrington Event and RFWs.  Moreover, 
protecting against nuclear EMP will 
also protect the grid and other critical 
infrastructures from the worst over-
voltages that may be generated by severe 
weather, physical sabotage, or cyber-
attacks.

Canada is fortunate in that it is, after 
China, the second largest generator 
of hydro-electricity in the world and 
depends for most of its electricity (64 
percent in 2010) on hydro-power.   
Hydro-power is the most resilient means 
of generating electricity, least vulnerable 
to EMP.  Thus, Canada should be able to 
relatively inexpensively protect most of 
its electric power by EMP hardening its 
hydro-electric plants.

Highest priority probably should be given 
to EMP hardening Canada’s 18 nuclear 
power plants, which pose a potential 
radioactive hazard to populous Ontario.  
The CANDU nuclear reactors, designed 
in Canada, can also be re-wired to safely 
operate through a blackout, instead of 
shutting down, thereby keeping the lights 
on in Ontario.

Protecting Canada’s hydro-power, which 
generates 64 percent of the nation’s 
electricity, and nuclear power, which 
generates 15 percent, would secure 79 
percent of Canada’s electrical energy--
more than enough to survive and rapidly 
recover from an EMP catastrophe.
Nonetheless, it would be wise to protect 
the coal-fired plants (13 percent of 
Canada’s electricity) so they will not 
explode from an EMP.  Coal largely 
powers Alberta, Nova Scotia, and 
Saskatchewan.

Natural gas pipelines and power plants 
(6 percent of Canada’s electricity) should 
be EMP hardened to avert gas explosions 
and firestorms.

Dr. Peter Vincent Pry is Executive 

Director of the EMP Task Force on 

National and Homeland Security, 

served in the EMP Commission, the 

House Armed Services Committee, 

and the CIA, and is author of “Electric 

Armageddon and Apocalypse 

Unknown: The Struggle To Protect 

America From An Electromagnetic 

Pulse Catastrophe”.   
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Cyber Triggers
And The First Strike 
Dilemma
Written by: Cynthia E. Ayers

“I think at the moment that there’s not a significant price to pay [for cyber 
attacks] and so you see actors, nation states, individuals willing to do more.”1

- Admiral Michael Rogers,  Director, National Security Agency
  Commander, U.S. Cyber Command

“Until we redefine warfare in the age of information, we will continue to be 
viciously and dangerously attacked with no consequences for those attackers.” 2

- Lieutenant General (Retired) Michael Flynn,  Former Director,   
   Defense Intelligence Agency 

NATO Secretary-General Jens Stoltenberg, during a March 2015 
public statement, declared: “NATO has made clear that cyber attacks 
can potentially trigger an Article 5 [allied military] response.”  The 
Secretary-General was reportedly reacting to recent Russian “hybrid” 
activities (cyber attacks perpetrated prior to and in conjunction with 
conventional military operations) in Crimea and Ukraine3, but the 
implications of his statement are much broader. Is it possible that an 
adversarial cyber event could trigger the onset of a larger cyber and/
or kinetic conflict? If so, what would it look like? Can such an event 
be identified in time for effective response? If not, is it possible that a 
“missed” cyber trigger in the form of a surprise cyber first strike could 
ultimately influence the fate of nations?  

The potential for devastating cyber attacks against the United States has 
been the number one global threat listed within the 20134, 20145, and 
20156 Worldwide Threat Assessments provided annually to Congress by 
the Director of National Intelligence (DNI).  The DNI’s 2013 assessment 
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followed a year of warnings, provided 
at unclassified venues by cabinet-level 
officials. 

Former U.S. Secretary of Defense 
(SECDEF) Leon Panetta, during an 
interview with ABC News in May of 
2012, identified examples of cyber 
attacks that could trigger a war. “There’s 
no question,” he stated, “that if a cyber 
attack . . . crippled our power grid in 
this country, took down our financial 
systems, took down our government 
systems, that that would constitute an 
act of war.”7  In a speech delivered to the 
Business Executives for National Security 
later the same year, SECDEF admitted: 
“We know that foreign cyber actors are 
probing America’s critical infrastructure 
networks. They are targeting the 
computer control systems that operate 
chemical, electricity and water plants, 
and those that guide transportation 
throughout the country. We know of 
specific instances where intruders have 
successfully gained access to these 
control systems.”8  

Former Secretary of Homeland Security 
Janet Napolitano, in a January 2013 
speech at the Wilson Center (Washington 
DC), warned of a “cyber 9/11” against 
critical infrastructure for which we 
should be preparing.  “There are things 
we can and should be doing right now 
that, if not prevent, would mitigate the 
extent of damage,” she said while noting 
the potential for a large-scale loss of 

electricity9.  A few days later, during a 
PBS interview, she admitted that “cyber 
threats [have] moved to a new level,” 
identifying Iran, Russia and China 
as the biggest perpetrators of cyber 
attacks. She specifically mentioned her 
concerns associated with “the nation’s 
core critical infrastructure” – energy, 
telecommunications, and banking.10    
It is thus evident that a cyber trigger 
or first strike from an adversarial 
perspective, is expected to be an attack 
on critical infrastructure. The question, 
however, remains – how big and how 
effective does such an attack have to be to 
trigger a response?

The Department of Homeland Security’s 
(DHS) Industrial Control System-Cyber 
Emergency Response Team (ICS-CERT), 
within their end-of-year (2012) statistical 
review, stated that 41% of the year’s 
reported cyber attacks were aimed at 
the energy sector. Indications derived 
from the study pointed to a change in 
adversarial focus to the more vulnerable 
aspects of infrastructure – those that 
would be more devastating to the public 
if disrupted for long periods of time.  
The attackers “zeroed in on computer 
systems run by power grid operators 
and natural gas pipeline companies.”  
Adding to the estimation of malicious 
intent, the 2012 statistics included “a 
successful attack against a key supplier of 
energy control systems.”11  Furthermore, 
in an announcement that was lacking 
in specifics, DHS confessed “that an 

American power station . . . was crippled 
for weeks by cyberattacks.”12 

Apparently while the ICS-CERT end 
of year report was being prepared, “a 
secret legal review” on America’s use of 
“cyberweapons” was held.  According to 
a February 2013 New York Times article, 
the legal assessment concluded that the 
authority to “order a pre-emptive strike” 
exists within the Office of the President 
-- provided there is “credible evidence 
of a [pending] major digital attack”13 
against U.S. equities.  Executive Order 
13636 Improving Critical Infrastructure 
Cybersecurity14, and Presidential 
Policy Directive 21 (PPD-21) Critical 
Infrastructure Security and Resilience15  

were released on the heels of further 
press coverage of the “secret review.”  
Both were signed on February 12th (2013) 
– the day of President Obama’s State of 
the Union Address, which also contained 
warnings of enemy attacks against the 
financial sectors and the power grid.16  

Executive Order 13636 was not without 
detractors. In response to its release, 
Brookings published “Bound to Fail: 
Why Cyber Security Risk Cannot Simply 
be ‘Managed’ Away”.  The authors 
criticized the Executive Order as 
insufficient because of its reliance on risk 
management and voluntary participation. 
“Business logic ultimately gives the 
private sector every reason to argue the 
always hypothetical risk away, rather than 
solving the factual problem of insanely 

vulnerable cyber systems that control 
the nation’s most critical installations.”17 
The same could be said for government. 
Mitigation against catastrophic critical 
infrastructure collapse – a “worst case” 
scenario, yet entirely achievable and 
desirable by adversaries18-- must not 
depend on risk management.  History 
tells us that worst case does happen; and 
in the context of conflict, worst case is 
usually intentional.  

Passive and patchy cyber defense is 
no longer enough to thwart major 
cyber attacks.19 “We won’t succeed 
in preventing a cyber attack through 
improved defenses alone.”20 Reliance 
on cyber security professionals to 
locate, identify, and keep up with cyber 
threats is an increasingly expensive and 
“unsustainable” option.21  Additionally, 
cyber defense models can’t catch 
everything. The threat to the energy 
sector alone can be seen in the level of 
support provided by ICS-CERT, which, 
as reported in their Year In Review for 
2014, was more than double that of the 
previous year.  Also, the report noted with 
“great concern” the ICS-CERT response 
to “multiple newly discovered cyber 
campaigns that had been ongoing for 
several years.”22  

Detection of imminent threat cannot 
depend on the chance finding of ongoing 
“cyber campaigns.” As former SECDEF 
Panetta said, “If we detect an imminent 
threat of attack that will cause significant 
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physical destruction or kill American 
citizens, we need to have the option to 
take action to defend the nation when 
directed by the President.”23 If the “secret 
legal review” did indeed examine and 
acknowledge that the President had such 
authority, is the United States now well 
protected in the cyber realm? 

Some might say yes.  In January 2015, 
President Obama imposed new sanctions 
on North Korea as a result of the “hack” 
on Sony Pictures24 after vowing: “We 
will respond proportionately and in a 
space, time and manner that we choose.”25 
He later signed an Executive Order, 
authorizing sanctions on those “responsible 
for or complicit in malicious cyber-enabled 
activities” that can pose “significant threat 
to the national security, foreign policy, 
economic health, or financial stability of the 
United States.”26  

Others might disagree. In addition to the 
2014 discoveries of long-term malware 
insertions,27 cumulative attacks and 
delayed attribution continue to be a 
problem. The DNI’s testimony for the 
2015 Worldwide Threat Assessment28 
included this admonition: 

“The muted response by most victims to 
cyber attacks has created a permissive 
environment in which low-level attacks 
can be used as a coercive tool short of 
war, with relatively low risk of retaliation. 
Additionally, even when a cyber attack 
can be attributed to a specific actor, the 

forensic attribution often requires a 
significant amount of time to complete. 
Long delays between the cyber attack 
and determination of attribution likewise 
reinforce a permissive environment.”

Lieutenant General Flynn’s comment 
(at the beginning of this article) about 
hackers being encouraged because there 
are “no consequences”29 reveals similar 
frustration.  

Although increases in cyber intrusions 
have been noted in open-source for years, 
little (to the public’s knowledge) has been 
done offensively in the cyber or physical 
realms by the West (with the possible 
exception of Stuxnet30). Even with the 
most recent revelations of data theft,31 
the public remains unaware of the extent 
to which any counterattack has been 
attempted.

From hacker groups like “Anonymous” 
to actors (officially recognized or not) 
of nation-states, cyber attackers have 
been waging unofficial cyberwar at 
rising levels across the network.  There 
has, however, been no definitive “line in 
the sand” – a point at which response is 
assured.  

It is understood that regardless of 
attacker intent, there can be unintended 
consequences of adverse activities, 
especially if attacks have been sequential 
and cumulative. Unpredictability in 
adversarial attack modes and capabilities 

is something that must always be 
considered.  Similarly, a consequence of 
response is the possibility of introducing 
or reacting to an event that might trigger 
a larger, less controlled cyber conflict – 
one that could lead to a full-scale kinetic 
war.  This is no doubt a possibility that 
the White House is trying to avoid.

Yet, the process of verifying a Presidential 
pre-emptive authority against impending 
cyber attacks would also indicate an 
understanding that a “worst case” cyber 
scenario has been considered, if not 
yet conceived, by potential adversaries.  
As indicated by SECDEF Panetta, an 
attack against the electric grid,32  if well-
coordinated and sufficiently resourced, 
could have catastrophic effects on the 
population.  Long-term regional or 
national power-outages might mean large 
numbers lost to malnutrition, disease, 
and chaos.  A year without power could 
result in the death of over two-thirds of 
the population within the affected area.33 
Such an attack is worthy of being labeled 
a trigger event in what would probably be 
a “cyber first strike.”   

Counterattack under this type of scenario 
would be difficult and probably too late 
to be relevant.  Similar to the “not fully 
successful” 2008 Russian invasion of 
Georgia34, a cyber first strike is intended 
to leave victims vulnerable for a kinetic 
follow-on attack.  Theoretically, a 
successful cyber first strike would leave a 
nation without hope of allied assistance and 

ultimately, unable to maintain sovereignty. 
The leaders of NATO have reason to be 
concerned.  The U.S. is already seeing 
adversaries in its critical infrastructure.  
These infiltrators have been allowed the 
opportunity to test their capabilities with 
the mere realization that sanctions may 
eventually be applied.  

Cyber triggers have already been  
“missed.”  What’s next?  Will sanctions 
be applied? Will pre-emptive action be 
taken?  Or will the enemies’ cyber first 
strike (or cyber “take down”) spell the 
demise of U.S. national sovereignty in an 
inevitable – albeit short -- cyber war?
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Restoring Accountability 
for Telecommunications 
Surveillance in Canada
Written by: Dr. Christopher Parsons

Originally published August 11, 2015

Canadian federal, provincial, and municipal authorities routinely request access to data 
that are either stored or processed by telecommunications service providers. A slew of 
laws authorize such requests including recently passed legislation expanding security 
intelligence activities1 and establishing new data preservation and production powers. 
Furthermore these laws have authorized government agencies’ use of malware, and 
legalized the voluntary sharing of telecommunications data between corporations and 
government.2 Surveillance-enabling laws are well-used by authorities, to the point 
that hundreds of thousands of requests for telecommunications data are made each 
year and affect hundreds of thousands of Canadians.3 And as discussed in this article, 
few government requests for access to telecommunications data are disclosed to the 
Canadian public. In essence, governments of Canada conduct a massive volume of 
telecommunications surveillance with limited public accountability.

Security Matters   19
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This article will first examine 
corporations’ involvement in government 
surveillance activities: how much 
surveillance are companies compelled to 
conduct and how effective are companies’ 
efforts to explain their government-
compelled surveillance practices. Next, 
the paper will discuss how Canada’s 
surveillance oversight, review, and 
reporting infrastructures have fallen 
into disrepair and the significance of 
these infrastructures’ failures. The paper 
concludes by discussing how improving 
statutory electronic surveillance reports, 
empowering oversight and accountability 
bodies, and establishing a parliamentary 
oversight committee for national security 
could restore trust in contemporary 
surveillance activities while identifying — 
and defraying — bad actions.

Corporate Disclosures of 
Telecommunications Information

Canadian telecommunications service 
providers (TSPs) are routinely compelled 
to provide telecommunications data 
to government authorities. In 2010, 
the Royal Canadian Mounted Police 
(RCMP) made at least 28,143 requests 
for subscriber data; such information 
includes subscribers’ names, addresses, 
and possibly information about the 
devices they use, electronic identifiers, 
and billing information. Of these requests, 
93.6% were fulfilled without authorities 
first acquiring a court order.4 In 2011 the 
Office of the Privacy Commissioner of 

Canada learned government authorities 
had made at least 1,193,630 requests for 
subscriber data over the year, and that 
the requests affected at least 784,756 
subscribers.5 In 2013, six of Canada’s 
telecommunications providers asserted 
that they had received a combined 
140,457 requests for subscriber data 
between them and a grand total of 
372,825 requests by government 
authorities for telecommunications 
information. This latter total reflects 
all of authorities’ requests for 
telecommunications data, thus including 
subscriber data requests as well as those 
based on subpoenas and warrants, on 
emergency grounds, and other legal 
grounds. These latter kinds of requests 
can include any kind of electronically 
communicated data, from wiretaps to text 
messages to emails or Internet logs.6

At present, few Canadians will ever 
learn that their telecommunications 
information has been disclosed to 
government authorities. Only when 
individuals have their communications 
intercepted, recorded using a hidden 
camera, or other real-time acoustic 
recording, are they notified of the 
government’s surveillance regardless of 
whether charges are brought against the 
monitored person.7 More specifically, 
government authorities do not have 
to notify Canadians when authorities 
have collected persons’ subscriber 
data, stored email, or other modes 
of telecommunications surveillance. 

The only way for Canadians to learn 
they are affected by these latter modes 
of surveillance is if the collected 
information is used against them in a 
legal proceeding. Consequently, most 
Canadians remain oblivious when their 
TSP discloses their personal information 
or monitors their telecommunications on 
behalf of government authorities.

No Canadian TSP has publicly 
committed to notifying their subscribers 
of government surveillance or taken 
public policy positions that Canadians 
ought to know when their TSP has 
been compelled to share subscribers’ 
information with authorities.8 Although 
Canadian TSPs have begun releasing 
transparency reports to disclose the 
number of times government authorities 
compel data from the companies, the 
reports do not explain data retention 
periods or disclosure practices. The 
former is needed for Canadians to 
understand just how much data a given 
government order might elicit from a 
company, and the latter for Canadians to 
understand what authorities must do to 
force companies to disclose information. 
These additional categories are needed 
to contextualize existing transparency 
reports if those reports are to be useful 
public policy documents.

At present the only parties who 
are guaranteed to know about the 
surveillance — the government 
authorities and TSPs — tend not to, or 

are disinclined to, inform the victims 
of such surveillance when charges are 
not brought against the targets of the 
government’s attentions. In light of these 
limitations, Canadians are forced to rely 
on accountability processes as well as 
oversight and review bodies to ensure 
that inappropriate surveillance does not 
take place.

Accountability Deficits

Canada has a federal oversight system 
that was largely developed for the 
1970s and 1980s, which has fallen 
into disrepair as successive federal 
governments have prioritized the 
expansion of surveillance powers at 
the expense of equivalent oversight 
and accountability for the use of these 
powers. Specifically, annual electronic 
surveillance reports and federal review, 
oversight, and accountability offices 
do not effectively monitor or report on 
the extent of government surveillance 
powers. Consequently, the public and 
parliamentarians are hindered in holding 
the government accountable for its use of 
telecommunications surveillance powers.

The federal and provincial governments 
of Canada are obligated under s.195 of the 
Criminal Code to produce annual reports 
that detail the regularity with which they 
intercept Canadians’ communications. 
The actual number of federal intercepts 
has declined since the 1970s, though the 
average number of persons affected by 
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each interception warrant has risen.9 
Moreover, while the federal government 
of Canada publishes its annual report 
on the Public Safety Canada website, 
few of its provincial counterparts make 
their reports publicly accessible. This 
has the effect of masking the extent 
of interception-related surveillance; 
whereas federal government agencies 
conducted 845 telecommunications 
interceptions in 2011,10 Canadian 
telecommunications service providers 
received at least 6,000 interception 
orders in the same year.11

The annual electronic surveillance 
reports do not account for the range 
of contemporary telecommunications 
surveillance practices undertaken by 
government agencies. They do not, 
for example, account for government 
requests for subscriber records, for 
access to content stored on computer 
servers, for access to metadata pertaining 
to telecommunications activities, or 
uses of computer malware to collect 
or extract information from computer 
devices. These non-interception modes 
of surveillance account for the majority 
of government telecommunications 
surveillance; whereas the Canadian 
Border Services Agency made 18,849 
requests for telecommunications 
information in 2012 and 2013, none of 
those requests involved intercepting 
communications.12 The RCMP made 
at least 28,143 requests for subscriber 
information in 2010,13 whereas there 

were a total of 535 requests for 
telecommunications interceptions across 
the entire federal government for the 
same year.14

Canadians might expect 
federal review, oversight, or 
complaints officers to ensure 
government authorities 
do not inappropriately 
access telecommunications 
information. 

These officers and their associated 
offices, however, cannot provide high-
levels of assurance that authorities only 
appropriately access telecommunications 
information. In the case of the Security 
Intelligence Review Committee (SIRC), 
which conducts annual reviews of some 
of the Canadian Security Intelligence 
Service’s (CSIS) activities, its review 
functions have been challenged by not 
having a full complement of committee 
members to oversee the SIRC.15 Only 
recently has the government appointed 
two new members to fill the committee. 
Both of them possess strong national 
security backgrounds. However, the 
SIRC was never meant to include such 
persons on its committee16 and so even 
in fully staffing the committee, its 
composure of not including members 
of the intelligence committee has been 
compromised.17 Moreover, CSIS delays 

providing information to the SIRC and 
thus inhibits the SIRC’s abilities to 
conduct reviews.18 And the SIRC cannot 
identify how CSIS-gathered information 
is used after it is shared outside of CSIS,19 

preventing the review body from assuring 
parliamentarians that CSIS-related 
telecommunications surveillance is 
conducted in accordance with CSIS’, and 
associated agencies’ mandates or legal 
authorities.

The Office of the Privacy Commissioner 
of Canada (OPC) is limited in its 
ability to investigate government 
telecommunications surveillance. 
Critically, the Privacy Act limits the OPC 
to only examining the collection and 
use of Canadians’ personal information; 
the OPC “does not have jurisdiction to 
examine in general the lawfulness of the 
activities of national security agencies.”20 
Moreover, even when the OPC discovers 
that a federal agency is conducting, or 
has conducted, an inappropriate mode 
of telecommunications surveillance it 
cannot stop the activity using its powers 
under the Privacy Act, nor can it compel 
federal agencies to modify their practices 
under the OPC’s present legal powers. 
The result is that while government 
agencies may implement the OPC’s 
recommendations there are no hard legal 
consequences for failing to act on those 
recommendations.

Oversight deficits carry over to the 
Office of the Communications Security 

Establishment Commissions (OCSEC), 
which oversees Canada’s foreign signals 
intelligence agency, the Communications 
Security Establishment (CSE). The 
OCSEC tables an annual report that 
accounts for some of the CSE’s activities 
in the prior year. While the OCSEC 
has always asserted that CSE has 
behaved lawfully, the Commissioner 
warned in 2004 that the assessment 
“should not be taken to mean that I 
am certifying that all CSE’s activities 
in 2003-2004 were lawful. I cannot 
make this assertion, because I did 
not review all their activities—and no 
independent review could.”21 Moreover, 
this assertion of lawfulness is based 
on the federal government’s classified 
and privileged interpretation of CSE’s 
own national security mandates; the 
OCSEC has warned that, given this 
basis of lawfulness, they have applied 
an “interim” solution of relying on the 
Department of Justice’s interpretations 
of CSE’s mandate since CSE’s formal 
independence in 2001.22 The result is 
that CSE’s lawful telecommunications 
surveillance that has occurred since 2001 
is predicated on a stopgap interpretation, 
one which has never been publicized. 
Moreover, the OCSEC, like the SIRC 
and OPC, cannot work with other 
governmental review, oversight, or 
accountability bodies. The consequence is 
that the OCSEC cannot track information 
that CSE collects and then distributes to 
other agencies. As a result, the OCSEC 
does not fully understand how CSE-
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collected telecommunications information pertaining 
to Canadians is used by other domestic and foreign 
government agencies.

Making matters worse is the absence of dedicated 
review or oversight bodies for most government agencies 
that receive or compel access to telecommunications 
information. The CBSA, as an example, possesses 
neither an inspector general nor an independent review 
organization, despite the regularity that CBSA conducts 
telecommunications surveillance. The same is true 
of the majority of government agencies that will be 
authorized to receive and share information, including 
telecommunications-derived data from private firms and 
between government agencies as a result of provisions in 
Bill C-13: Protecting Canadians from Online Crime Act 
and Bill C-51: Anti-terrorism Act, 2015.

Restoring Accountability to Government 
Surveillance

Bringing government practices to account requires 
reforming the annual electronic surveillance reports, 
empowering review and oversight bodies to ‘follow 
the data’ beyond the borders of their own agencies, 
and expanding parliamentary oversight. Without such 
reforms Canadians and their political representatives, 
as well as independent officers to parliament meant to 
oversee and review government surveillance activities, 
cannot effectively detect or reform inappropriate, 
overzealous, or otherwise concerning government 
surveillance activities.

Annual electronic surveillance reports provide useful 
information about government telecommunications 
surveillance, but fail to account for the majority of 
contemporary surveillance practices. Given the shift 
in government agencies’ investigation techniques 

The CBSA, as 
an example, 
possesses neither 
an inspector 
general nor an 
independent 
review 
organization, 
despite the 
regularity that 
CBSA conducts. 

towards those favouring access to stored 
records and to non-content aspects 
of communications, these annual 
reports should be expanded to account 
for today’s government surveillance 
practices. Legislative amendments could 
explicitly require government agencies 
to account for their access to subscriber 
and customer name and address records, 
use of malware and tracking warrants, 
along with other (lesser known) modes 
of contemporary surveillance. Moreover, 
such reports should be published 
online by all Canadian governments. 
Such reforms would let Canadians 
and parliamentarians understand the 
full extent of government authorities’ 
contemporary surveillance powers, 
how regularly those powers are used, 
and the effectiveness of those powers in 
generating criminal prosecutions.

Government agencies increasingly 
work with one another in the course of 
investigations and these collaborations 
will increase and deepen in light of 
information sharing provisions included 
in Bill C-51: Anti-Terrorism Act, 2015. 
While such collaborations amplify 
information sharing, the organizations 
responsible for ensuring that government 
agencies do not inappropriately collect 
or exchange telecommunications-
related data have not kept pace. 
Canada’s oversight, review, and privacy 
bodies are not legislatively permitted 
to collaborate or coordinate with one 
another. Consequently, they cannot 

ensure that information is collected and 
shared responsibly. Moreover, when these 
bodies do find inappropriate behaviours 
their abilities to legally force changes to 
organizational practices are limited: the 
OPC cannot enforce its decisions, SIRC 
cannot compel changes in CSIS, and the 
OCSEC is largely barred from identifying 
unlawfulness because of how its mandate 
and terms of reference have been secretly 
established. These limitations must 
be rectified for these bodies to assure 
Canadians that telecommunications 
surveillance is lawful and appropriate 
given the crimes being investigated.

In addition to improved annual reporting, 
and coordination and enforcement 
capabilities provided to independent 
review and oversight bodies, parliament 
must establish a committee to oversee 
security and intelligence activities. 
A committee that was focused on 
overseeing and reporting on the 
adequacy, efficiency, and efficacy of 
policing, security, and intelligence 
agencies’ budgetary practices would let 
parliamentarians hold the government to 
account for its spending of government 
monies. The committee should also, 
paralleling similar committees in the 
United States and United Kingdom, be 
notified of significant changes to national 
security policies or novel practices so that 
member of parliament could genuinely 
represent their constituents’ interests 
and be able to task review and oversight 
bodies to provide special reports as 
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needed. Such a committee would ensure 
that government telecommunications 
surveillance activities provide good value 
for the tax dollars invested and that the 
agencies conducting the surveillance are 
behaving appropriately.

Were the aforementioned 
recommendations adopted then 
Canadians could at least know that 
their parliamentarians possessed the 
information and capabilities needed 
to hold government to account for 
its telecommunications surveillance. 
Elected representatives would be able 
to ask about the appropriateness of 
contemporary surveillance, whether new 
powers are genuinely required in light of 
the extent and regularity of contemporary 
surveillance, and better understand how 
proposed powers might fit amongst 
those currently enjoyed by government 
authorities. Without adopting these 
sorts of reforms, or ones like them, then 
Canadians will effectively continue to live 
in a country where extensive amounts 
of entirely secret telecommunications 
surveillance is conducted without the 
knowledge or meaningful approval of 
Canadians or their representatives. 
Successive federal governments have 
expanded government authorities’ 
surveillance capabilities: it is well past 
time for equivalent accountability 
capabilities to also be expanded.
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Organizational 
Resilience
Written by: Peter Power

Summary

Organizational Resilience (OR) refers to a united approach 
in the face of growing risks, threats and opportunities, rather 
than applying separate functions (e.g. security, disaster 
recovery, risk management, business continuity etc.), each 
trying to cope at different levels. OR moves beyond defensive 
security and what might be called a ‘protection posture’, by 
applying a more cohesive yet flexible approach that far from 
downgrading key functions such as security, both elevates 
and integrates such tasks by uniting policies, objectives and a 
shared purpose. In short, synergy replaces silos.

The objective is to enable any organization, including 
structures that supply it and otherwise depend on it, to absorb 
shocks, learn from them and be better equipped for future 
events. Functions such as business continuity, information 
security, IT disaster recovery, crisis management, physical 
security, environment management and operational risk 
management, become part of a broad corporate framework in 
a world that is becoming turbulent faster than organizations 
are becoming resilient. 

An organization’s resilience, properly understood, has critical 
implications for its stability, competitiveness, profitability and 
shareholder value. One reason why Governments such as the 
UK(1) , Australia(2) and the US (10) are already committed to 
promoting OR. 
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Organizational Resilience Defined

The UK Government standard on OR(1) (as one example) states that it 
is the “capability of an organization to anticipate and respond and adapt 
to, incremental change and sudden disruptions in order to survive and 
prosper”.  A succinct explanation and not that dissimilar, for example,  
from the definition stated by the Australian Government (2): “a business’s 
ability to adapt and evolve as the global market is evolving, to respond 
to short-term shocks, be they natural disasters or significant changes in 
market dynamics and to shape itself to respond to long-term challenges”.      

Perhaps the most relevant definition of OR in Canada is one put forward by 
IBM(3) Canada: “Resiliency is your company’s ability to protect people, assets, 
data and technology through proactive measures that help mitigate risk”.

For the purpose of this article I have assumed that OR is broadly the 
same as Business Resilience as well as Corporate Resilience.  It does not 
equate with fusion centres where the purpose is simply to share and better 
manage the flow of data and intelligence across different levels and sectors. 
OR has a significantly broader remit to unite policies, objectives and a 
shared purpose with a function to absorb shocks, learn from them and be 
better equipped for future events. 

Comments from the UK OR standard (which draws on other standards, 
such as Crisis Management(4)) include:

• Resilience is not a choice between continuity and adaptability. Rather, 
it is a synthesis of both: continuity in the face of disruptive challenges, 
and long-term viability against a backdrop of strategic change.

• A more resilient organization cultivates a culture of shared purpose. 
• Organizations should create the means, incentives and imperatives to 

share information about risks, incidents, near misses, vulnerabilities 
and opportunities, across the organization and with partners and other 
interested parties, including competitors where this could realise 
mutual benefit.

OR therefore moves from a more usual/traditional collection of silos, 
towards the integration of key disciplines, as shown in this diagram. 

This enables a 360-degree connected capability to better detect, mitigate, 
respond, recover, learn and adapt to any disruptive challenge that might 
impact either, or every layer in the organization. It can also reduce 
overheads by having one overall coordinator, albeit with managers at key 
positions, all sharing the some purpose: 

It does this by integrating all those aspects of each discipline that have a 
common shared theme (or connection) of anticipating, responding and 
adapting to slow or sudden disruptions or shocks wherever, or however 
they might occur.

Why Organizational Resilience

In today’s increasingly interconnected world where communication is 
both global and instant, disasters can have a wave effect that resonates 
throughout the supply chain, already made fragile by cut backs and 
‘Just in Time’ work practice.  For example, when a disaster destroys a 
manufacturing plant on another continent, a supplier 1000’s of miles 
away is unable to meet production goals.  Therefore, a crisis in one part 
of the world can bring economic activity to a grinding halt in another 
country or region.  No surprise then that several governments are 
already signed up to the principles of OR.

On which point, the approach of any government to OR has to rely on 
more than just politics. It is possible that the long-term vision required 
to plan and create true OR could be in conflict with relatively short 
4/5 year political terms of office. Such a situation offers little incentive 
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for politicians to take a long-term 
rather than a short-term view as acute 
or short-term risks are more likely to 
gain attention over longer-term chronic 
risks. Consequently, organizations and 
governments alike can often be focussed 
on specific risks which may not in fact, be 
the greatest threat to them. 

Whether it is the public or private 
sector, all this prompts the need for real 
change in crisis mitigation, security, 
preparedness and response from both 
sectors as many countries’ vital parts 
of critical national infrastructure (e.g. 
power, transport, communication etc.) are 
in the hands of commercial organizations, 
sometimes with a head office in a country 
distant from where the service is actually 
provided.  All this matters in a world 
that is constantly changing, where crises 
don’t fit into precise boxes with a neat 
beginning and end. 

Organizations (and professions) make 
distinctions of expertise but so far, 
rarely promote OR as a feature to share 
common doctrine and procedures, each 
others’ infrastructure and bases, and to 
be able to easily communicate with each 
other. This is sometimes referred to as 
‘interoperability’ that has the following 
benefits: 

• Understanding interfaces
• Collaborative work practice
• Present and future focus
• Share everything - no restrictions

• Pooling resources
• Synergy 

In 2013 PricewaterhouseCoopers (PwC), 
a global business support organization 
with 13 offices across Canada, 
published a report on ‘Rebuilding for 
Resilience’(5). This contained a series 
of observations, including some of the 
challenges that organizations might 
have to consider when reforming their 
in-house disciplines towards OR. For 
example, taking higher risks for the same 
rewards and recognizing that failures and 
disruptions still happen, despite heavy 
investments in risk management.

Case Studies

• JP Morgan Chase & Co, a successful 
global bank, has long applied a 
‘Global Resiliency’ program designed 
to provide integrated firm-wide 
resiliency aligned to its business 
strategy and principles. It does this 
by engaging senior management on 
all aspects of the program, including 
determining the resiliency risk 
appetite, strategy, leadership and 
program oversight.  Also, helping 
employees understand their roles 
and undertake validation tests and 
exercises for all critical functions and 
locations. 

• In 2014 Cranfield School of 
Management (www.som.cranfield.
ac.uk) looked at the following 

specimen/successful organizations 
who already apply OR in their 
report ‘Roads to Resilience’ (6): 
InterContinental Hotels Group, Jaguar 
Land Rover, UK Olympic Delivery 
Authority, Virgin Atlantic and Zurich 
Insurance. They found that resilient 
companies do not just happen. They 
have cultural and behavioural traits 
that encourage all employees to be 
flexible, customer focused and alert 
to danger.  In particular (a) the ability 
to anticipate problems before they 
develop, (b) flexibility to respond, 
(c) risk information  flowed freely, 
(d) people and processes were in 
place to restore things to normal as 
quickly as possible and (e) the ability 
to learn from experience and make 
the necessary changes so that every 
event is analyzed. At Virgin Atlantic, 
for example, senior executives work 
in one corner of an open-plan office 
on the second floor. Colleagues can 
come to them with their thoughts 
and, of vital importance, there is a 
no-blame culture. To quote the head 
of internal audit (coincidentally on 
secondment from another firm): 
“There is an executive team who do 
not really have egos. They are happy 
for you to go and have an honest 
conversation with them.” As a result, 
vital risk and security information 
travels around the company and the 
board make well-informed decisions. 
This contrasts with the risk blindness 
evident in virtually every corporate 

failure identified in an earlier report 
by Cranfield. 

• In 2010 the Australian government 
set out to measure and compare OR in 
that country.  The Australian Journal 
of Emergency Management Volume 
25 2010(7) states that ‘effective 
resilience management for any one 
organization must look beyond that 
single organization and consider the 
resilience of other organizations that 
it depends on.....threats can exceed 
the scale foreseen and planned for 
by an organization. The ability to 
survive and take advantage of these 
events depends on the resilience 
capacity of the organization. An 
organization wishing to survive and 
prosper from adversity could optimise 
its opportunity by enhancing its 
resilience attributes in preparation for 
such events’. 

• In 2011, President Obama issued 
Presidential Policy Directive Eight 
(8) ‘to develop (ongoing) a national 
preparedness system with the 
objective of strengthening resilience 
in the face of terrorism, cyber attacks, 
pandemics, and catastrophic natural 
disasters’. The directive defined 
resilience as ‘the ability to adapt to 
changing conditions and withstand 
and rapidly recover from disruption 
due to emergencies.’ 
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• In 2012 Aon Global Risk Management 
services published a ‘Reputation 
Review’(9) which found that ‘there is 
an 80% chance of a company losing at 
least 20% of its value (over and above 
the market) in any single month, in a 
given five-year period’. They conclude 
that ‘in an age of instant and global 
communications, it is more important 
than ever to identify emerging 
threats’.

Conclusions

OR offers two practical concepts of 
responsiveness: the first might be 
considered a buffer. That is a collective 
process to hopefully anticipate any 
form of shock and prepare a reaction to 
allow some breathing space before the 
organization learns and adapts.  

The second might be described as 
adaptive capacity that combines 
organizational agility to adapt, along 
with strategic flexibility. Buffers might 
be important for survival, but adaptive 
capacity is an indicator of longer-term 
resilience.   

In a world where the extraordinary 
has become commonplace and the 
unexpected is now regularly anticipated, 
predictability takes on a different 
meaning, so the need to anticipate and 
allow for adaptive capacity has never 
been greater.

behaviours, innovation and potential 
strategies to enhance resilience.

There is no ‘one size fits all’ approach 
to OR. Sometimes there are no right 
answers to the questions raised. However, 
an organization that considers different 
views and opinions as an asset, is willing 
to learn from near misses and failures 
(without rushing to blame people) and 
enables a high level of synergy rather 
than silos, is likely to be well placed to 
demonstrate effective OR. 

With today’s pervasive change and 
uncertainty it is no longer adequate to 
simply rely on security, risk and business 
continuity that often applies historical 
data to try and predict future shocks, 
catastrophes and crises along with 
their consequences. Big or small, an 
organization needs to anticipate, respond 
and adapt to incremental change and 
sudden disruptions, in every direction 
and at all levels, in order to learn, survive 
and prosper.     

“Change will not come if we 
wait for some other person, 
or if we wait for some other 
time. We are the ones we’ve 
been waiting for. We are the 
change that we seek”.  

- U.S. President Barack Obama(11).

Present attitudes on trying to carry 
on operating through any disruption, 
damage or any other challenge tend to be 
rooted to the world of business continuity 
(which seldom has enough links to 
physical security), being dependant on 
historical data, and therefore might be 
described as “Bouncebackability” (a word 
invented by football coach Iain Dowie).   

However, successful organizations in the 
future might benefit from taking a slightly 
different approach if they consider the 
comment attributed to Charles Darwin 
in his 1859 book ‘The Origin of Species’ 
that changed forever global thinking on 
evolution:  “It is not the strongest of the 
species that survives, but rather, that 
which is most adaptable to change”.  
Successful organizations might therefore 
adapt to change, rather than follow the 
Latin origin of Resilience (resalire - to 
spring or jump back) by going forward 
instead.  In other words, OR with 
collaborative work practice, forward 
looking, synergy and adaptive capacity - 
“Bounceforward”

In 2017 the International Standards 
Organization (ISO) is due to publish 
an international standard on OR - ISO 
22316(10). This global standard will set 
out  (1) a series of principles that govern 
resilience as an outcome, a state of being 
achieved by an organization, rather than 
a discipline, function or process and (2), 
a series of attributes of a more resilient 
organization, e.g. purpose, leadership, 
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“It has been reported that 
there were approximately 
10,000 fatalities from 2,800 
attacks in 2013 alone”

Increasingly over the last decade the 
world has witnessed more frequent acts 
of terrorism, reaching a crescendo since 
Islamic State of Iraq and the Levant 
(ISIL; also known as the Islamic State of 
Iraq and Syria [ISIS], or the Islamic State 
[IS]) appeared on the scene. ISIL engages 
in “direct marketing techniques” with 
social media videos soliciting participants 
among local citizenry. Many non-Western 
countries, such as Iraq, Syria, Nigeria, 
and Israel have been most dramatically 
affected. However, terrorist attacks 
targeting Western nations are now also 
being commissioned by ISIL. It has been 
reported that there were approximately 
10,000 fatalities from 2,800 attacks in 
2013 alone (Pipes, 2015). Refugees are 
now counted in the millions. It would 
be reasonable to suggest that the 2014 
tally will be much higher. These attacks 
have a far reaching impact extending 
well beyond the victims of the attacks 
and their families. Many people from all 
around the world could be diagnosed 
with Post Traumatic Stress Disorder 
(PTSD) just from watching the news 
footage of these attacks. Indeed, a 
French pharmacist reported that the 
consumption of anxiety medication rose 
by 20% nationwide (Gurfinkiel, 2015) 
since France’s 9/11 (the terrorists who 
murdered journalists, police, and civilians 
in France in January 2015).

Australia, Canada, and other European 
countries have been targeted for 
terrorists’ attacks too. On  October  20, 

2014 in Quebec, Canada, Martin Couture-
Rouleau drove his car into two military 
men, killing a Warrant Officer and 
wounding his colleague. Police stated 
that the terrorist, who perpetrated this 
act, was radicalized after converting to 
Islam (Waugh & Douglas, 2014). A few 
days later, Michael Zehaf-Bibeau, another 

convert to Islam, shot an unarmed 
soldier at the National War Memorial 
and stormed the parliament buildings.  
This act could have resulted in the killing 
of government officials and several 
parliamentarians, but was averted by the 
heroic actions of brave staff. In between 
these two incidents, two Canadians were 
convicted for terrorist related crimes.

Also around this period, more disturbing 
is the news that intelligence officials 
estimate around 130 Canadians have 
traveled abroad to fight with groups like 
ISIL; of this group, 80 individuals have 
returned home (Valdmanis, 2014). One 
of these young men, who was a convert 
to Islam, had threatened Canadians 
and invited other young Canadians to 
convert to Islam and join ISIL in its fight. 
Similarly, many young converts from 
western countries have joined ISIL.
In addition to these disturbing facts, 

previous research indicated that the 
extreme Middle Eastern religious 
ideologies are prevalent and growing 
among the Muslim communities in 
Europe (Bawer, 2006; Wicker, 2007; 
Yaseen, 2007) and other western 
countries. Other examples of the 
prevalence of the extreme ideologies 
among first or second generation 
Middle Eastern emigrants are drawn 
from several sources. For example, 
Leuprecht, Hataley, Moskalenko, and 
McCauley (2009) reported a 2005 UK 
poll of Muslims shows 5% agreed that 
further attacks by British suicide bombers 
in the UK are justified. This report 
also indicated that there were about 
80 people actually involved in violent 
jihad. Other surveys showed that the 
British Muslims reported their primary 
identity as being Muslims (rather than 
reporting their dominant identity as 
British); they held more positive views 
toward jihad and martyrdom than their 
fellow citizens (Ansari et al., 2006); 13% 
of British Muslims believed that the 
persons who bombed the London subway 
system in July 2005 were Martyrs for 
Islam; and 49% believed that the U.S. 
military actions in Iraq were an attack 
against Islam (Wicker, 2007). Consistent 
with these research findings, Canadian 
research indicates the prevalence of 
Middle Eastern extremist ideologies 
among samples from western and non-
western countries (Ahmed, Audu, Loza, 
& Maximenco, 2013; Loza, 2010a; Loza, 
2010b; Loza, El-Fatah, Prinsloo, Hesslink, 

& Seidler, 2011). More recently, results 
of a Canadian study conducted by Loza, 
Bhawanie, Nussbaum, & Maximenco 
(2013) indicated significant differences 
between new Muslim immigrants to 
Canada from Pakistan and their Christian 
countrymen on all subscales that measure 
extremist ideologies, political, religious 
beliefs. Particularly unsettling was 
the finding that the highest difference 
occurred on the subscale reflecting the 
condoning of jihad. Consistent with 
these figures, Fatah (2014a) reported that 
the problem of radicalization is widely 
entrenched and embedded among Somali, 
Bangladeshi, and Pakistani Canadians. 
Unfortunately, the prevalence of these 
ideologies may have contributed to the 
home grown terrorism that we have seen 
of late.

Research also indicates the prevalence 
of extreme Middle Eastern ideologies 
among incarcerated offenders (Loza, 
2010b) and support the concerns 
expressed by several Western prison 
administrators regarding the trend of 
radicalizing offenders while they are 
serving sentences in Western prisons. 
The results of this study are reinforced 
by the recent terrorist attacks in Paris. 
Said Kouachi, Cherif Kouachi, and 
Amedy Coulibaly, the radicalized Islamic 
terrorists who murdered journalists, 
police, and civilians in Paris spent 
time in jails. Similarly, other terrorists 
such as Mohammed Merah (Toulouse, 
France Massacre 2012) Alton Nolen (the 
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Oklahoma beheading), Michael Zehaf 
Bibeau (attack on Canadian Parliament) 
and Carlos Bledsoe (Arkansas Army 
Recruiting Station) were released 
from prison before committing their 
ideologically-motivated and heinous 
acts. Indeed, the entire ISIL command 
and control structure was formulated 
by its leaders, including its emir, Abu 
Bakr al-Baghdadi, while incarcerated 
in Camp Bucca prison in Iraq. All 
were subsequently released when the 
prison was turned over to Iraqi officials 
(Dunleavy, 2015).

The above information demonstrates that 
Canada, and other Western countries, 
are in need of a comprehensive plan, 
which includes two components: one 
for preventing extremism/terrorism and 
the other for intervening/rehabilitating 
convicted terrorists. However, a 
review of the available information 
indicates that Canada lacks effective 
plans and strategies for designing and 

implementing meaningful prevention and 
rehabilitative intervention for potential 
extremists/terrorists and convicted 
terrorists.

Current Prevention Programs  
In Canada

There are two known programs in 
existence in Canada today. One program 
was designed by Muhammed Robert 
Heft, a convert to Islam, as a 3-step 
de-radicalization program for radical 
Muslim Canadians. Through this 
program Heft has, “helped many youth 
who have turned towards radicalization 
and brought them away from that 
destructive state.” Commentators 
have also noted that, “The R.C.M.P. 
and other Canadian policing agencies 
acknowledge and recognize his work in 
de-radicalization and counter terrorism.” 
Heft is also responsible for starting, “the 
development of CAN-Bridge, whose 
goal is to facilitate a more formal and 

successful relationship between Western 
governments and Muslim communities,” 
and, “Amongst many of its services, CAN-
Bridge will help with outreach; develop 
de-radicalization programs, training, 
workshops and seminars for both 
Muslim communities and government 
agencies alike.” It is also reported that 
he developed the, “‘12-Step Extremist 
Detox Program’ that is being offered at 
a Toronto mosques for young Islamic 
radicals who are sympathetic to the 
terrorist group al Qaeda [sic].”

The second program was developed by 
Sayyid Ahmed Amiruddin as a 12-step 
radicalization prevention program.2 
Further to this, Amiruddin has appeared 
before the special senate committee on 
anti-terrorism (Parliament of Canada, 
Ottawa, October 4, 2010) on a method 
of psycho-spiritual rehabilitation 
therapy that he developed based on 
the Sufi approach, and applied his 
methodology to create a twelve-step 
radicalization prevention program. 
He reported that over 50 mosques 
and Islamic organizations throughout 
Canada have since privately endorsed 
his de-radicalization program to their 
congregations. Amiruddin claimed 
that a number of his clients underwent 
a radicalization process and were 
successfully recruited for the “jihad 
against Canada.” He reported that 
his program utilizes the services of 
psychologists and psychiatrists, and 
that his program deals with: “hyper-

religiousity, which is a diagnosed 
system of bi-polar disorder treated with 
prescription drugs”; decreasing in anti-
Semitism (which they found to be a main 
driver in radicalization); and in reducing 
anti-Western attitude and “increase 
participation in our democratic process.” 
Amiruddin also reported that his program 
works, and that they are confident it 
will save lives and is of benefit to all 
Canadians.

Amiruddin further stated that one of the
“primary signatures of those individuals 
who are receptive to extremist 
manipulation, is their rejection, for 
example, of Sufism as a discipline within 
Islam altogether. Those groups within, 
generally, the Sunni group that may have 
literature available to their congregations, 
which may actually be conducive to 
radicalization, they of course would 
reject our arguments [sic].”

He also stated that, “by the time an 
individual completes the 12 steps of 
our program, the traces and vestiges of 
extremism are wholly uprooted from 
them.”

Amiruddin believes one way of measuring 
the success of his program, “would be 
definitely the media and occurrences of 
terrorist or home-grown terrorist cases 
[sic].” He stated that another would be, 
“by working closely with partners and 
the police, any reports or complaints they 
want to share with us as a community-
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based organization. Another way is 
through surveys and different privately 
obtained data that we would carry out 
within the community.” During the senate 
hearing, one of the senators hailed this 
program as “an excellent program” and 
that, “the program is a logical solution to 
preventing radicalization.”

From the available information there are 
many questions to be asked about the 
above mentioned Canadian programs 
prior to judging them as “excellent” 
or as presenting, “a logical solution to 
preventing radicalization.” For example, 
it is not clear how the candidates are 
identified, or what the referral and 
selection process is. Additional questions 
include: what is the program content?; 
What is being delivered?; What are 
the methods of delivery?; What are 
the qualifications of the program 
designer(s) and delivery staff beside 
being a convert to Islam or an Imam?; 
How is the program designed?; What 
are the program components?; and, Is 
every participant diagnosed as suffering 
from bi-polar disorder and treated with 
prescription drugs? In the absence of 
an independent content evaluation and 
objective outcome data, it is hard to 
evaluate the efficacy of these programs 
as all of these questions and more are left 
unanswered. It is also concerning that the 
staff administering these programs are 
not from the Middle East, and have no 
firsthand information about the Middle 
Eastern culture, values, and political 

systems. In addition, the second program 
is administered by an Imam who is — 
according to him — a Sunni Sufi Muslim 
authority in the Naqshbandi Sufi Order 
(personal communication). This explains 
the Imam’s testimony that the radicalized 
Sunni’s, “of course would reject our 
arguments.”

New Prevention Programs

Recently it was reported that the Royal 
Canadian Mounted Police (RCMP) 
is planning to implement a program 
called “Prevent” that is currently used 
in England (a brief description of this 
program is sited below). Beside the shaky 
history and numerous serious criticisms 
of this program, it is entirely premature to 
predict how effective this program would 
be in Canada, given the different profile 
for extremists between the two countries 
and the different socioeconomic 
backgrounds (Valdmanis, 2014).

Availability Of Rehabilitation 
Programs For Convicted Terrorists 
In Canada

From personal experience and from 
available information, it is evident that 
the Correctional Service of Canada (CSC; 
the Canadian federal penitentiary system) 
does not have a program specifically 
designed to rehabilitate incarcerated 
terrorists. It is worth noting that Ali 
Mohamed Dirie—one of the Toronto 
18 who served a total of seven years for 

his part in the plot to blow up Parliament and attack 
politicians—managed to leave Canada while on conditional 
release, joined ISIL, and was reportedly killed there.

The Consulting Body For The Decision Makers Of 
The Government Of Canada

The Cross-Cultural Roundtable on Security (CCRS)3 
consists of 15 citizens appointed by the Ministers of 
Public Safety and Justice to advise the Government of 
Canada on matters relating to national security. The 
members of the CCRS are community leaders who have 
extensive experience in social and cultural matters, 
but are members of the CCRS as individuals. Members 
of this committee have outstanding credentials and 
expertise; however, it seems that the majority of them 
are not originally from the Middle East and their hands-
on knowledge of Middle Eastern politics, culture, values, 
language, and history is minimal. None of them could be 
considered a religious authority in Sunni Islam or expert 
on extremism/terrorism.

Examples Of Available Prevention And 
Rehabilitation Programs In Other Countries

England: The “Prevent” program is one of the four 
“P’s” that make up the government’s post 9/11 counter-
terrorism strategy: Prepare for attacks, Protect 
the public, Pursue the attackers and Prevent their 
radicalization in the first place. The “Prevent” program 
has been widely criticized as ineffective, and despite 
millions of pounds spent, the strategy remains deeply 
controversial and the program is virtually impossible to 
fully assess and incapable of achieving its goals. Recent 
reports indicate that this program has failed to stop 
the flow of British fighters joining Islamic State. The 
program was overhauled in 2011 after it found some of 
its projects unwittingly funded by groups that supported 

“The members 
of the CCRS 
are community 
leaders who 
have extensive 
experience in 
social and cultural 
matters, but 
are members 
of the CCRS as 
individuals.”
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extremist ideologies. The efforts have 
failed to stop the flow of British fighters 
joining the Islamic State (Valdmanis, 2014).

Egypt: Since 1928 Egypt has witnessed 
many terror attacks committed by 
Muslim extremist Jema’a Islamia, and 
Jihad’s group. Egypt is probably the 
first in the world to develop methods 
of dealing with terrorism. In the 1990s 
the government adopted two strategies 
for dealing with these groups. The first 
was harsh and included military courts, 
hanging, lengthy detention of members of 
Muslim extremists’ groups. The second 
was a soft approach, which included 
religious leaders, where some leaders of 
the ex-members visited detainees and 
inmates to convince them to abandon 
violence and build peace. In 1997, Egypt’s 
two fiercest Islamic terrorist groups 
renounced the use of violence (Rashwan, 
2009, Blaydes and Rubin, 2008; Zena, 
2002). The Egypt program died with 
the passing of time. However, the events 
of July 2013 followed the Brotherhood 
being ousted from power. Unprecedented 
violence followed subsequently at the 
hands of Muslim Brotherhood, with 
thousands killed and maimed, with 
government and other properties 
destroyed, and 60-80 churches burned. 
All of this indicate that Egypt’s strategies 
for combating extreme Islamic terrorism 
were not effective.

Saudi Arabia: Riyadh’s Care 
Rehabilitation Center is an institution 

that integrates convicted terrorists 
into Saudi society through religious re-
education, psychological counseling, and 
assistance in finding a job, vocational 
training, art therapy, sports, and 
religious re-education. The program 
aims to address underlying factors that 
led the individual to choose terrorism. 
Beneficiaries—those participating in the 
program—live in dorm-style housing. 
There is a pool, soccer field, volleyball 
court, PlayStation, television, and an art 
therapy facility. Participants’  families 
are also recruited as a source for their 
recovery. The guiding philosophy, the 
leaders of the program explain, is that 
jihadist are victims, not villains, and 
they need tailored assistance (El-Saeed, 
2010; Gunaratna 2011; Stern, 2009.) It 
is reported that a former Guantanamo 
detainee who was enrolled in the 
program took off for Yemen and became 
the deputy leader of Al Qaeda in Yemen. 
Furthermore, the Saudi government 
reported that eleven of the Riyadh’s 
“graduates” returned to terror, and are 
now on the Saudi list of most-wanted 
terrorists. (Gunaratna, 2011, Stern, 2009). 
Fatah (2014a) reported that everyone 
released from Guantanamo under Saudi 
Arabia guarantee is now fighting with 
ISIS.

Singapore: Singapore’s program 
offer their detainees a combination of 
psychological, vocational, counselling 
and rehabilitation programs. “The most 
powerful is religious rehabilitation. 

Religious rehabilitation has the power 
to unlock the mind of a detainee or 
an inmate. It has the power to make 
a beneficiary of rehabilitation repent, 
become remorseful and re-enter the 
mainstream”.

The wives also receive counselling and 
the whole family is provided with social 
and community assistance (Gunaratna, 
2011).

Indonesia: The Indonesians utilize 
ex-terrorists as a central part of their 
disengagement process. They utilize 
former leaders to prevent radicalization 
of Indonesian youth. One of the former 
leaders explains to captured terrorists 
how they have ‘‘misunderstood’’ the 
Islamic struggle and ‘‘the meaning of 
Jihad.” Also, he challenges detainees’ 
Islamic justifications for armed action 
against civilians. The lack of transparency 
surrounding official statistics about 
program success call their statistics into 
question (Horgan & Braddock, 2010)

Yemen: Yemen’s program is administered 
by the Religious Dialogue Committee 
(RDC). To achieve attitude change, the 
RDC debates with those captured and 
imprisoned. The RDC challenge militants 
on their understanding of the verses of 
the Quran. Discussion includes: the place 
of jihad in Islam and its justifications; the 
relations of the Muslims and others; and 
the concept of the State, government, and 
ruler rights within Islam. The head of the 

RDC claims that after weeks of debate, if 
the prisoners renounce violence, and if 
applicable, the terror groups they were 
part of, they are released and offered 
vocational training and help finding 
employment. Most claims of success—if 
not all—come directly from the RDC.
Most skepticism of the RDC’s success 
rates is surrounding their highly 
subjective views about what constitutes 
terrorism as opposed to ‘‘legitimate 
resistance,” which can skew program 
results. Recent years have seen the RDC’s 
achievements called into question. An 
attack on the U.S. Embassy in Sana’a, with 
two or three of the attackers allegedly 
graduates of RDC’s program, is not a good 
indication of this program’s reported 
success (Hogan & Braddock, 2010).

Observations

Although all programs claim success, 
the main focus among all of these 
programs is commonly on religion. 
They are not adhering to the principles 
of effective correctional programming, 
not designed and deliver by experts in 
human behaviour, and have no proper or 
systematic evaluation.

After 9/11 Canadian professionals 
(mostly non-clinicians) ventured 
into the complex field of Middle 
Eastern extremism despite their most 
important credential only being an 
Imam, a Sheekh, or a convert to Islam. 
Having a superficial knowledge of this 
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topic has hindered progress towards 
designing and delivering effective 
programs. For the last decade, they have 
presented themselves as experts and 
even developed intervention programs. 
Unfortunately, very few of these so-
called experts possess the necessary 
background to undertake these tasks. The 
majority have acquired their knowledge 
through news media and books. The 
involvement of these pseudo-experts 
has been causing—and will continue 
to cause—more harm than good. Many 
salient issues related to Middle Eastern 
extremism are alien to western culture 
and, consequently, not easily grasped 
by westerners through theoretical 
means. Most of these experts are at the 
disadvantage of not having in-depth, 
first hand understanding or knowledge 
of the history, culture, ideologies, values, 
language, religion, history, ethnicity, 
regions, customs, and political and social 
backgrounds of the dominant or minority 
Middle East populations (Loza, 2012). 
Political correctness and over sensitivity 
regarding addressing religious issues are 
factors that hamper serious contribution 
from concerned and credible researchers 
(Loza, 2007).

To build a global regime to rehabilitate 
terrorists, governments with the 
expertise and resources need to pave the 
way and create a path for other nations to 
follow. Every successful program requires 
a long-term investment of intellectual 
and other resources. The Correctional 

Service of Canada (CSC) is a world leader 
in the development and implementation 
of correctional programming. All 
CSC programs are designed using the 
principles of risk, need, and responsivity, 
and have demonstrated effectiveness. 
Therefore, it is opined that the CSC 
have the knowledge, resources, and 
commitment needed to develop 
programming to combat terrorism that 
is not heavily loaded with religious 
components. It should be noted that 
the content of terrorism programming 
is different from other current CSC 
programs; indeed, our expertise and 
resources make the CSC qualified to take 
on this ambitious endeavor.

Program Design And Important 
Characteristics:

Prior to implementation, the programs 
must be subject to rigorous studies 
and must be peer reviewed to ensure 
their efficacy. These programs must 
include strong periodic and end-of-
program evaluation components for 
each participant to measure progress 
against program targets. In addition, 
there must be follow-up components so 
progress of participants can be tracked 
over time. Programs must be sensitive to 
the Canadian culture, values, beliefs, and 
community characteristics.
Prior to commencing any form of 
programming, each individual must 
complete an assessment process. This 
assessment will include information 

gathering regarding psychosocial 
history and an estimated level of risk 
for recidivism should the individual not 
receive treatment. This assessment is 
vital to the success of any program as 
it will allow the clinicians to tailor the 
program to each individual terrorist/
extremist as each of their circumstances 
will differ. The makeup of terrorists’/
extremists’ personalities, backgrounds, 
and circumstances differ and, as such, no 
specific program will fit for all. Therefore, 
it is vital that programs used with this 
population have two components: a 
group component (that will benefit 
all participants) and an individual 
counselling component (that is designed 
to cover the terrorist’s specific needs).

In order to fully address the growing 
issue of terrorism in Canada and the 
west, two programs are needed: one 
to prevent new recruitments into 
terrorist organizations, and a second to 
rehabilitate convicted terrorists.

Prevention Programs:

The internet has been playing an 
important role in the recruitment of 
new terrorists. Counter-recruitment/
prevention programs need to be 
proactive. There may be a need to initiate 
internet sites to expose and challenge 
the extreme ideologies, and to help with 
early identification of possible terrorists 
to engage with them or intervene. To 
my knowledge, no country has yet to 
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implement a counter-attack policy 
using the same methods as terrorist 
organizations use to entice youth to join 
their cause. The conjoined interactivity 
of electronic and visual media seems 
to be the most compelling combination 
of conversion tools utilized by terrorist 
organizations. For example, Jack Roche 
of Australia made a conversion decision 
to follow jihad after viewing a video of 
alleged atrocities suffered by Muslims, 
similar to what occurred in Indonesia 
(Hairgrove & Mcleod, 2008). Identical 
methods are used in Canada and other 
parts of the world, including websites, 
chat boards, games, hip-hop bands, and 
blogs. These could be extremely effective 
components of a prevention program by 
helping expose and challenge extreme 
ideologies, provide early identification 
of possible terrorists, and intervene with 
them.

In addition, program designers must pay 
attention to the importance of developing 
group cohesion. This has been utilized by 
terrorist recruiters through small groups, 
as they provide mutual emotional and 
social support, development of common 
identity, and encourage members to 
adopt new faith positions (Hairgrove 
and McLeod, 2008; Sageman, 2004).
Government and nongovernment 
agencies could support the development 
of small groups’ teaching materials 
by using credible teachers and 
multiple languages made available 
through Muslim book distributors, or 

free for online download (a similar 
recommendation was offered by Rabasa, 
Benard, Schwartz, and Sickle (2007)). It 
is important that such materials be made 
simple enough to produce small-sized 
files, which can be efficiently transmitted 
over limited-capacity internet channels
Those who are at risk for adopting a 
new faith usually do so because they are 
looking to try new things, are looking 
for change, are bored, want a way out 
of their routine life, are looking for 
acceptance, want to be different, looking 
for fulfillment or status, camaraderie, 
and self-actualization. Something about 
the new religion resonated within them. 
The precipitating “need state” is often 
preceded by some disturbing or troubling 
event such as loss of a job, loss of a 
relationship, or other personal problems 
(Loza, 2007). Some of these individuals 
could be prevented from joining violent 
terrorist organizations if these needs 
were fulfilled through prevention 
programs that include counselling. 
Additionally, Horgan and Braddock 
(2010) suggested encouraging youth-at-
risk for joining violent groups to join a 
non-violent Islamic network could allow 
them to achieve the benefits they were 
seeking from group membership without 
the requirements to engage in jihad.

Rehabilitation Programs:

The most successful offender 
rehabilitation models focus on the 
individual offender, with intervention 

based on an assessment of what caused 
the offender to commit the crime. The 
ideal model includes prison-based 
rehabilitation programs, followed 
in turn by transitional services, and 
community after-care services (Stern, 
2009). Rehabilitation programs must 
deal with the motivation, risk, needs, and 
responsivity of each individual convicted 
terrorist (Andrews, 2001). Loza (2007) 
warned that extremism and terrorism are 
increasing and there is an urgent need for 
a multifaceted research and rehabilitation 
programs that utilize several disciplines 
to help with possible solutions to the 
problem. As well, offering correctional 
staff training on Middle Eastern 
extremist ideologies could help with the 
rehabilitations efforts. De-radicalization 
efforts are complicated endeavors. There 
must be appropriate intervention for 
offenders who have been convicted for 
Islamist extremism/terrorism one that 
focuses on targeting extremist beliefs 
and ideologies, attitudes, attributions, 
behavior, thinking with follow up/
maintenance programs.

Regarding staffing, there is a need for 
a team of professionals including a 
Muslim cleric (Imam/Sheik) who is 
qualified to offer religious counselling 
and is well-versed in the issues related 
to Middle Eastern extremism/terrorism 
(M.E.T). As well, the team should include 
a psychologist with expertise in the 
culture, language, ideologies, religious 
background of the offenders, and 

someone who has a good understanding 
of issues related to M.E.T. Not every 
Imam or psychologist will be able to 
provide the required counselling. Since 
the majority of religious programing 
did not produce the desired results, 
new programs are needed with a good 
portion of these programs focusing on 
psychological intervention.

Program Content: Programs must 
address extremists’ Middle Eastern 
ideologies that promote Jihad, 
establishing Kalifat political system, 
superiority, the general negative feelings, 
thinking, beliefs, motivations, and 
cognitions about the groups of people 
whom terrorists/extremists are against, 
as well, individualized counselling 
that covers the specific needs of each 
terrorist/extremist.

Program Staff: It is imperative that 
appropriate staff be selected to deliver 
the two programs. Appropriate staff 
include those who understand the Middle 
Eastern culture and values. Imams 
may not be the best option for taking a 
leading role in rehabilitation programs 
as they may not be a good option to deal 
with those who have already become 
radicalized (Fatah, 2014a); indeed, 
sometimes those who are radicalized 
reject anti-jihadi Imams as heretics. 
In Egypt the Muslim Brotherhood 
rejected counselling from religious 
leaders and Imams. They accused them 
of being much too close to the authority. 
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However, interventions operated by 
former members of the group may have a 
greater chance of successful engagement 
with current members. The former 
members have credibility and have 
detailed knowledge of the motivations 
and aims of the group. All program 
staff should be thoroughly trained, and 
clinical supervision should be provided. 
According to Andrews (2001), the 
most important element in a successful 
program is the qualification and training 
of the people delivering the programs.

It is suggested that staff designing and 
delivering programs be thoroughly 
knowledgeable about ideological 
contexts, the history, culture, ideology, 
values, language, religions, ethnicity, 
region customs, and political and 
social backgrounds of the population 
in question prior to undertaking 
assessments or designing interventions 
for extremists/terrorists. This would 
involve physically spending years of living 
in different countries of the Middle East. 
Not every Muslim or converted Muslim 
is expert in assessing and providing 
interventions for terrorists. Besides 
acquiring the necessary knowledge 
about terrorism, it takes years of studies 
and learning about program designs 
and counselling to become a qualified 
expert. Many programs look good on 
paper because they utilize an Imam or 
converted Imam with little or no training 
in psychology or program design and 
implementation; however, they yield 

questionable results as they do not utilize 
the expertise of qualified staff.

Program components should include 
countering extreme ideologies with other 
ideologies that are not religiously based. 
These may make terrorists interests and 
views more balanced and promote more 
loyalty to their current countries and 
their democratic political system. Perhaps 
most fundamentally, we need to educate 
western populations and politicians about 
the ideologies of extremists and their 
dangerous consequences, counter the 
extremist strategy of isolation, and the 
notion of “them” vs. “us” by increasing 
and strengthening integration and  
assimilation policies. In practice, this will 
involve avoiding the notion of cultural 
uniqueness as a means to isolate groups 
through separate and exclusive school 
systems, cultural neighbourhoods, and 
the monitoring of teachings in religious 
institutions. Politically unpopular, it will 
be necessary to rethink immigration and 
refugee policies with the goal of balancing  
the ratio of immigrants according to 
religion, mandating total loyalty to their 
newly adopted countries, countering 
the extremists’  long-term strategy of 
overwhelming the Western countries 
through increasing their numbers while 
using the democratic process to impose 
their views, and educating the public and 
policy makers about the issue of abusing 
freedom of expression and democracy 
that extremists use to promote their ideas 
and ideologies in the West (Loza, 2007).

Perhaps most fundamentally, 
we need to educate western 
populations and politicians 
about the ideologies of 
extremists and their 
dangerous consequences, 
counter the extremist strategy 
of isolation, and the notion of 
“them” vs. “us” by increasing 
and strengthening integration 
and assimilation policies.
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The Rising 
Threat of 
Lone Wolf 
Terrorism
This interview with Andrew Majoran, 

Former General Manager of The 

Mackenzie Institute was originally 

published by CMS Strategic in April 2015.

1. Is lone wolf terrorism a new 
phenomenon? If so, why has it 
come about?

Terrorism is not a new concept at all, 
but as time goes on, terror tactics evolve. 
The “lone wolf” or “solo-terrorist” 
was popularized by American white 
supremacists Tom Metzger and Alex Curtis 
of the Anti-Defamation League in the early 
1990s. They believed that underground 
activity at the individual level is the most 
effective means of promoting an agenda. 
According to Metzger and Curtis’ model, 
lone wolf operations leave behind the least 
evidence for law enforcement authorities, 
which dramatically decrease the chances 
that terrorists will get caught. The tactics 
described by Metzger and Curtis have 
increased in popularity, with lone wolf 
tactics gradually ushering in a new era in 
terrorism.

This evolving trend in terror tactics is 
evident in recent events wherein individual 
terrorists have produced more frequent 
and deadly outcomes. In 1995, Timothy 
McVeigh killed over 150 people and injured 
over 500 hundred more in a lone wolf bomb 
attack on a Federal building in Oklahoma 
City.  In November 2009, Nadal Hasan, a 
U.S. Army Major and Psychiatrist, killed 13 
and injured dozens more in an attack on 
the Fort Hood military base in Texas. More 
recently, in August 2011, Anders Breivik 
killed 77 individuals in a bombing and 
mass shooting attack in Norway.  These 
incidents are just a small sample of the 
many lone wolf style terrorist attacks that 
have occurred in the western world in the 
last 30 years. It is becoming more and more 
evident that operating at the individual 
level directly correlates with the successful 
completion of terrorists’ goals.

2. How has terrorism evolved in 
recent years?

The standard view of a terrorist being a 
young, naive, impoverished male is no 
longer accurate. Terrorists today are highly 
educated individuals who come from 
every community you can imagine. Many 
of the individuals currently orchestrating 
ISIL’s strategy come from good families 
and have high-level western education. 
Radicalization is something that differs 
from case to case, and must be understood 
from a psychological standpoint. To 
answer the question, terrorism has evolved 
dramatically in recent years. Terrorist 

groups like ISIL have gained sympathizers 
and foreign fighters from across the globe, 
and they have effectively used social 
media to promote violent jihad against 
their enemies. The social reach that 
modern terrorist groups have displayed in 
recent years correlates directly with the 
subsequent rise in lone wolf style attacks, 
as sympathizers have been inspired to 
plan and commit terrorist acts in isolation, 
instead of joining the ranks of a larger 
traditional terrorist group.

3. Is there a common trend in lone wolf 
terrorists?

If history is any indication, lone wolf terrorists 
come in many forms. Religion, race, sex, 
and ethnic background have proven to 
be irrelevant factors. The primary danger 
associated with lone wolf terrorists is 
that they act in isolation, severely limiting 
the chances of them being discovered. 
Although Islamic extremism is the largest 
of the terrorist threats at present, there have 
been a large amount of lone wolf attacks 
committed by individuals who do not fit 
that description. For example, the worst 
lone wolf attack committed on Western soil 
to date was actually committed by a white, 
Christian male, Anders Breivik, in Norway, 
which draws into question the typical 
belief that terrorists sympathize Islamic 
fundamentalism. The only trend that is 
evident with lone wolf style terrorists is that 
they sympathize with a particular cause to 
the point of violent radicalization, and they 
choose to commit terrorist acts in isolation.

4. Is there a requirement for civil and 
military powers to work together?

Yes, cooperation at all levels is paramount 
to the success of countering all forms of 
violent extremism. Governments must 
use the tools they have available to them 
to ensure that their public are safe. The 
private sector must ensure that the 
promotion of security and well-being are 
held in the highest regard. Both civil society 
and government must cooperate to ensure 
violent extremism and radicalization are 
being combatted from all directions, be it at 
the law enforcement and intelligence level, 
or the grassroots and educational level. 
When it comes to security, civil society and 
government operating on different levels 
would be counter-intuitive, and would 
likely have disastrous results. Cooperation 
is integral.
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